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New York State Cyber Attack Trends

1. Mirrors the Global Threats

2. Organized, automated cyber attacks 

a. Targets have poor cyber hygiene

b. Double extortion increasingly common

3. Vulnerabilities are exploited by cyber 
criminals in the wake of nation-state 
attacks

a. Citrix NetScaler 

b. Solarwinds Supply Chain Attack

c. Microsoft Exchange Server

d. PulseSecure Supply Chain Attack
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It’s not if, but when:

• There are many ways to be victimized:
– Phishing followed by: 

• Cryptojacking, 

• Credential stealing, 

• Data exfiltration

• Ransomware

• Data Exfiltration in Conjunction with 
Ransomware

• Health Care facilities being targeted 
during COVID outbreak

• Ransomware targeting critical 
infrastructure

• Fake sites, Fake news, social 
manipulation used to disrupt critical 
services
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Before an incident occurs:

• Set the tone from the top:

– Policies:

• Are you using a security framework to make risk decisions?

• Are there security policies in place and are people adhering to them? 

• Do you have a workforce cybersecurity training requirement? 

– Over 90% of attacks start with phishing – what are we doing to prepare our workforce?

• Do you know what your most valuable or sensitive information is, and is it encrypted?

• Have you ensured that critical information is backed up frequently and securely?

• Is there a schedule to patch vulnerabilities?

• Do you have an incident response plan and COOP, and have you tested it: what are your critical assets, how 

well are they protected, how quickly can you get them back up and running

– Tools:

• Require Multifactor Authentication

• Endpoint detection and response – i.e., managed security

• Routine vulnerability scanning (free through DHS)

• Insurance (crisis management, rebuild, and recovery)



September 10, 2021 5

Before an incident occurs:

• How NYS DHSES can help 

– Cybersecurity Risk Assessments (CIS 18 Critical Security Controls)

• PCII protected report

• Prioritized list of risks

• We focus on Low/No cost solutions 

– Phishing Exercises 

– Tabletop Exercises (coming later this summer)

– NYS SHSP Cybersecurity Grant funding

• The services we provide are free
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Before an incident occurs:

Other state resources:

– Security focused backdrops: OGS/DHSES/ITS is 
developing a new, security forward backdrop contract
for hardware, software and cloud procurement. Our goal is 
to ensure vendors and their products are secure. But this 
only works if…  

• You are using these backdrop contracts

• Your team understands the value proposition of security

– ITS model policies: 
https://its.ny.gov/tables/technologypolicyindex

https://its.ny.gov/tables/technologypolicyindex
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During a cyber-incident

• How NYS DHSES can help
– 24-hour hotline in conjunction with the NYSIC

• 1-844-OCT-CIRT

– Incident response coordination

– Digital forensics

• Root cause analysis (how did the adversary get in)

• Log analysis (develop timeline of activities during the incident)

– Remediation assistance and guidance

– Liaison with law enforcement 
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Resources

• NYS DHSES CIRT – proactive and response services for SLTTs
• http://www.dhses.ny.gov/oct/cirt/index.cfm

• CIS – cyber frameworks and benchmarks
• https://www.cisecurity.org/

• MS-ISAC – monitoring and cyber intelligence for SLTTs
• https://www.cisecurity.org/ms-isac/

• NIST – small business cyber planning and training
• https://www.nist.gov/itl/smallbusinesscyber

• GCA – small business cyber toolkit
• https://gcatoolkit.org/smallbusiness/

• FBI – criminal investigation of cyber crime
• https://www.fbi.gov/investigate/cyber

http://www.dhses.ny.gov/oct/cirt/index.cfm
https://www.cisecurity.org/
https://www.cisecurity.org/ms-isac/
https://www.nist.gov/itl/smallbusinesscyber
https://gcatoolkit.org/smallbusiness/
https://www.fbi.gov/investigate/cyber
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Contact Information

Contact DHSES Cyber Incident Response Team (CIRT)

o To report a cyber incident please call: 1 (844) OCT-CIRT | 1 (844) 628-2478

o To request DHSES CIRT cyber support please email: CIRT@dhses.ny.gov

o http://www.dhses.ny.gov/oct/cirt

mailto:CIRT@dhses.ny.gov
http://www.dhses.ny.gov/oct/cirt
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Questions?
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CISA mission: Lead the collaborative national effort to strengthen the security 

and resilience of America’s critical infrastructure

In support of that mission: Cybersecurity Advisors (CSAs):

• Assess: Evaluate critical infrastructure cyber risk.

• Promote: Encourage best practices and risk mitigation strategies. 

• Build: Initiate, develop capacity, and support cyber communities-of-

interest and working groups.

• Educate: Inform and raise awareness.

• Listen: Collect stakeholder requirements.

• Coordinate: Bring together incident support and lessons learned.

Cybersecurity Advisor Program
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Critical Infrastructure Sectors

CISA assists the public and private sectors secure its networks and focuses 
on organizations in the following 16 critical infrastructure sectors.
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Purpose: Provides a detailed, effective, and 

repeatable tool for assessing systems security against 

established industry standards and guidance.

Facilitated: Self-Administered, undertaken 

independently

Benefits: 
• Immediately available for download upon request

• Understanding of operational technology and 

information technology network security practices

• Ability to drill down on specific areas and issues

• Helps to integrate cybersecurity into current 

corporate risk management strategy

Time to Execute / Availability: 
• Varies greatly (min 2 Hours) / N/A (self-

assessment)

Cyber Security Evaluation Tool (CSET)
R
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CSET Ransomware Readiness Assessment (RRA)

CSET is a desktop software tool that guides network defenders through a step-by-step process to 
evaluate their cybersecurity practices on their networks. CSET—applicable to both information 
technology (IT) and industrial control system (ICS) networks—enables users to perform a 
comprehensive evaluation of their cybersecurity posture using many recognized government and 
industry standards and recommendations.

To understand your cybersecurity posture and assess how well your organization is equipped to 
defend and recover from a ransomware incident, take the Ransomware Readiness Assessment 
(RRA). The RRA is a self-assessment based on a tiered set of practices to help organizations better 
assess how well they are equipped to defend and recover from a ransomware incident. The RRA:

• Helps organizations evaluate their cybersecurity posture, with respect to ransomware, against 
recognized standards and best practice recommendations in a systematic, disciplined, and repeatable 
manner.

• Guides asset owners and operators through a systematic process to evaluate their operational 
technology (OT) and information technology (IT) network security practices against the ransomware 
threat.

• Provides an analysis dashboard with graphs and tables that present the assessment results in both 
summary and detailed form.

https://github.com/cisagov/cset/releases/tag/v10.3.0.0
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External Dependency Management (EDM)

Overview: In 2016, DHS launched the External 
Dependencies Management (EDM) Assessment, 
focusing specifically on ensuring the protection 
and sustainment of services and assets that are 
dependent on the actions of third-party entities.

Background: External Dependencies 
Management is a domain covered by the CRR. 
However, EDM and associated issues (e.g., 
supply-chain management, vendor management) 
are not addressed at a comprehensive level 
within the CRR, resulting in the creation of a 
separate assessment. 

Linkages to CRR: Despite operating at a more 
granular level than the CRR, the EDM Assessment 
borrows heavily from the CRR’s methodological 
architecture and scoring system but remains a 
DHS-facilitated assessment.

EDM process outlined in the External 

Dependencies Management Resource 

Guide
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External Dependency Management (EDM)

To provide the organization with an understandable and useful structure for 
the evaluation, the EDM Assessment is divided into three distinct areas 
(domains): 

1. RELATIONSHIP FORMATION – how the organization considers third party 
risks, selects external entities, and forms relationships with them so that 
risk is managed from the start

2. RELATIONSHIP MANAGEMENT AND GOVERNANCE – how the 
organization manages ongoing relationships with external entities to 
support and strengthen its critical services at a managed level of risk and 
cost

3. SERVICE PROTECTION AND SUSTAINMENT – how the organization plans 
for, anticipates, and manages disruption or incidents related to external 
entities
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Phishing Campaign Assessment (PCA)

Objectives: 

• Increase cybersecurity awareness within stakeholder organizations 

• Decrease risk of successful malicious phishing attacks, limit exposure, 
reduce rates of exploitation

Benefits: 

• Receive actionable metrics 

• Highlight need for improved security

Training 

Scope: 

• 6-week engagement period

• Phishing emails capture click-rate only, no payloads will be used

• Varying Levels of Complexity -- Levels 1 - 6 (Easy to Difficult) 
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Phishing Campaign Assessment (PCA)
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Vulnerability Scanning Service (CyHy)

Assess Internet accessible systems for known 
vulnerabilities and configuration errors

Work with organization to proactively mitigate 
threats and risks to systems

Activities include:

• Network Mapping 

➢ Identify public IP address space

➢ Identify hosts that are active on IP address space

➢ Determine the O/S and Services running

➢ Re-run scans to determine any changes

➢ Graphically represent address space on a map

• Network Vulnerability & Configuration Scanning

➢ Identify network vulnerabilities and weakness 
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Web Application Scanning (WAS)

An Internet based scanning service to assess the “health” of your publicly 
accessible web applications by checking for known vulnerabilities and weak 
configurations.

SCANNING OBJECTIVES

• Maintain enterprise awareness of your publicly accessible web-based assets

• Provide insight into how systems and infrastructure appear to potential attackers

• Drive proactive mitigation of vulnerabilities to help reduce overall risk

SCANNING PHASES

• Discovery Scanning: Identify active, internet-facing web applications

• Vulnerability Scanning: Initiate non-intrusive checks to identify potential 
vulnerabilities and configuration weaknesses
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Remote Penetration Test (RPT)

Utilizes a dedicated remote team to assess and identify vulnerabilities 
and work with customers to eliminate exploitable pathways. 

➢ Focuses on externally accessible systems 

SCENARIOS:

➢ External Penetration Test: Verifying if the stakeholder network is 
accessible from the public domain by an unauthorized user by assessing 
open ports, protocols, and services.

➢ External Web Application Test: Evaluating web applications for potential 
exploitable vulnerabilities; the test can include automated scanning, 
manual testing, or a combination of both methods.

➢ Phishing Assessment: Testing through carefully crafted phishing emails 
containing a variety of malicious payloads to the trusted point of contact.
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Critical Infrastructure Sectors

Additional Cyber Resources
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Multi-State ISAC

• The MS-ISAC is designated by the U.S. Department of Homeland Security as 
the focal point for cyber threat prevention, protection, response and recovery 
for the nation’s state, local, tribal and territorial (SLTT) governments 
including chief information security officers, homeland security advisors and 
fusion centers.

• Includes representatives from all 50 states, U.S. territories, hundreds of local 
governments (including all 50 state capital cities), and tribal governments.

• Operates a 24-hour Integrated Intelligence Center that provides real-time 
network monitoring, early cyber threat warnings and advisories, vulnerability 
identification and mitigation and incident response for the nation’s SLTT 
governments.

SOC@cisecurity.org  |  1-866-787-4722
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Homeland Security Information Network (HSIN)

The Homeland Security Information Network (HSIN) provides you with a 
central, online location for information sharing and collaboration. 

A network designed by users, for users

A trusted, secure, virtual platform to work with
homeland security partners in real-time

A platform that supports daily operations, planned
events and exercises, and incident response

Access HSIN 24x7 through your:

Use HSIN if you want to:
❑ Utilize a trusted, secure network to get information about incidents, plan security for large-scale events 

or conduct daily operations
❑ Share information with trusted colleagues and partners for mission support
❑ Use geospatial tools to map materials, resources and intelligence information
❑ Chat securely during emergencies or training exercises
❑ Send alerts and notifications to your qualified colleagues

For more information, contact the HSIN Outreach Team at
HSIN.Outreach@hq.dhs.gov or visit our website at www.dhs.gov/hsin.
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Incident Reporting / Malware Analysis

24x7 contact number: 888-282-0870 | CISAServiceDesk@cisa.dhs.gov

Where/How/When to Report: https://www.us-cert.gov/forms/report

• If there is a suspected or confirmed cyber attack or incident that:

• Affects core government or critical infrastructure functions; 

• Results in the loss of data, system 

• availability; or control of systems; 

• Indicates malicious software is present on critical systems

Advanced Malware Analysis Center:

• Provides 24x7 dynamic analyses of malicious code. Stakeholders submit samples 
via an online website and receive a technical document outlining the results of 
the analysis. Experts will detail recommendations for malware removal and 
recovery activities. 

• Web Submission: https://malware.us-cert.gov
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