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• Realities for New York Local Government

• What does AI-Safe mean?

• Data Loss Trends

• MITRE ATT&CK and Data Loss

• Expectations of Modern DLP

• The New Perimeter

• Implementation Roadmap

• Leadership Conversation, Not a Tech Demo

Key Ideas
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• NYSAC Guide is Excellent in 
Showing How to Adopt

• Today We Cover What to Protect

• We Don’t Want Adoption to 
Create Irreversible Data Risk!

What Brings Us Together
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• Compliance is Static; Threats Evolve

• AI Accelerates Mistakes and Attacks

• Most Breaches Occur in Compliant 
Environments

• Risk Now Moves at Machine Speed

Compliance Is No Longer Enough
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Realities for Local Government

Highly Regulated Environments

Posture is Mature, But Resources are Constrained

Shared Services and Vendors are Involved

AI Usage is Already Happening – With or Without Policy
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AI-Safe is how Governance becomes enforceable at Machine Speed

What Does It Mean to be AI-Safe?

Secure AI 
Usage

Accidental Loss 
Prevention

Focused 
Governance

Enforced 
Controls
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• AI Amplifies Human Error

• AI Tools Can Ingest Data Permanently

• Context-Aware Phishing

• Automated Harvesting

• And The Result Is This…

How AI Changes Data Risk
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• Copy/Paste Into AI Tools

• Cloud Overshare

• Misclassification

• Well-Intentioned Users

• Most AI-related Data Loss is 
Unintentional

Accidental Data Loss Dominates
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• MITRE ATT&CK Evolved For This Moment

• No Longer Just Describes Attackers

• Latest Versions Describe Outcomes

• Today’s Exfiltration Attempts Start With:

• Legitimate Users

• AI Tools

MITRE ATT&CK

https://attack.mitre.org
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• T1537 – Transfer to External Service

• T1213 – Data From Repositories

• User-Driven Cloud Sharing

MITRE ATT&CK: Accidental Exfiltration
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• AI-Enhanced Social Engineering

• Initial lure, credential grab

• Faster Reconnaissance

• Find the golden egg

• Automated Exfiltration

• Evasion of controls

• Cloud-Native Paths

• Exfil over approved channels

• Log In, Blend In, Walk Out

Malicious Exfiltration Evolves
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• T1048 – Exfiltration Over Alt Protocol

• T1567 – Exfiltration to Cloud

• T1020 – Automated Exfiltration

• No mitigation, system-based!

• Compensate with SASE or ZTNA

MITRE ATT&CK: Malicious Exfiltration
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The Hard Facts

Human Error is the Predominate Cause of Data Loss to AI

AI Accelerates Accidental Exposure More Than Malicious Theft

Malicious Exfiltration is Fewer in Number, but Higher in Impact

Modern DLP Must Prioritize Accidental Loss Prevention First
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• Understand Intent

• Span Endpoint, Cloud, AI

• AI Enriched Content

• Act in Real Time

• Learn Continuously

Modern DLP Requirements
Not About Blocking AI – Making AI Safer to Use
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• Data Lineage

• User Behavior Context

• Sensitivity Follows Data

• AI Enriches Metadata

• Flow is Everything

• Governance is Intent, 
Control is Protection

The New Perimeter: Metadata
Policy Without Data Control Cannot Succeed
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• Clear AI AUP

• Data Classification

• Least Privilege

• Continuous Tuning

AI-Safe Governance Principles
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• Citizen Data

• Law Enforcement Records

• Educational Research

• Vendor Risk

Key Use Cases for Local Government

Key Question: What data touches this 

AI, and what happens if it 

leaves the County?
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• Inventory Data

• Identify AI Risks

• Deploy DLP Controls

• Measure and Adapt

• NOT Rip-and-Replace

• Many Counties have components in place!

• Don’t “Boil the Ocean” (p.13)

Implementation Roadmap
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• Compliance <> Security

• AI Increases Risk Velocity

• Metadata is the Perimeter

• Governance is Intent, 
Control is Security

• Being AI-Safe builds Trust

Executive Takeaways



“AI will define how counties serve the public,

But data protection will define whether the public trusts it.”

- Uncle Bill
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• FortiDLP - 
https://www.fortinet.com/products/fortidlp

• FortiAI - 
https://www.fortinet.com/solutions/enterprise-
midsize-business/fortiai

• FortiSASE - 
https://www.fortinet.com/products/sase

• CASB - 
https://www.fortinet.com/content/dam/fortinet/asse
ts/data-sheets/FortiCASB.pdf

• ZTNA - 
https://www.fortinet.com/solutions/enterprise-
midsize-business/network-access

Fortinet Unified DLP
Policy Becomes Prevention Without Slowing Government
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