
Remote Highly Unlikely Unlikely Possible Likely Almost Certain Impact Rating Damage/Service Impact Financial/Reputational Impact

(<1% chance of 
occurrence)

(1% to 10% chance of 
occurrence)

(10% to 25% chance of 
occurrence)

(25% to 70% chance of 
occurrence)

(70% to 99% chance of 
occurrence)

(>99% chance of 
occurrence) Catastrophic Nearly unrecoverable damage 

or service impact
Financial and reputational damage 
too severe to continue business

Catastrophic MODERATE HIGH HIGH SEVERE EXTREME EXTREME Critical Critical, long-term damage or 
service impact

Financial and reputational damage 
could be enough to ruin the 
business

Critical MODERATE MODERATE HIGH SEVERE SEVERE EXTREME Major Major damage or service impact
Extensive reputational and 
financial impact, but not enough to 
ruin the business

Major LOW MODERATE HIGH HIGH SEVERE SEVERE Moderate Noticeable damage or service 
impact

Harmful reputational and financial 
impact, but not enough to ruin the 
business

Moderate LOW LOW MODERATE HIGH HIGH HIGH Minor Localized or minimal damage or 
service impact

Minor reputational and financial 
impact

Minor LOW LOW MODERATE MODERATE MODERATE HIGH Insignificant Little to no damage or service 
impact No reputational or financial impact

Insignificant LOW LOW LOW LOW MODERATE MODERATE
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