
NYC Cyber SECURITY LESSONS 
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Increasing Cybersecurity Threats to 

Critical Infrastructure
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What guided our Cyber Efforts
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What’s at Stake FOR ALL LOCAL 
MUNICIPALITIES, NYC by the NUMBERS
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• 25,000 911 calls 
• 11.6 million annually
• 1 billion gallons of water
• 13,000 traffic lights
• 8.5 million NYC residents
• 120 agencies
• 52,000 NYPD employees
• 320,000 NYC employees
• 3200 power companies Nation wide
• 52,000 drinking water and 16,000 wastewater systems Nationwide
• 17 sectors USG Critical Infrastructure
• 90% of Critical infrastructure in the U.S. is operated and owned by the 

Private Sector



New York City’s Response 



Cyber Strategies: 2013 to Present

• November 2013 – NYPD IB detailed to FBI Cyber Division

• January 2015 – NYPD introduces NYC Cyber Command (NYC3) Concept

• November 2015 – NYPD IB joins FBI NY Cyber Task Force

• February 2017-NYPD/FBI NY Cyber TF-DEP Vulnerability assessment

• July 2017 – NYC Cyber Critical Services and Infrastructure (CCSI) 
working group

• July 11, 2017 – Creation of NYC3 by Executive Order to lead the city’s 
cyber defense efforts  

• December 2018/2019-IBM CYBER RANGE

• January 2022-New York City Office of Technology and Innovation
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• “ Intelligence is being able to understand 
problems, and really good intelligence is 
being able to do something about those 
problems we understand”
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NYC Cyber Command 
January 23, 2015
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NYC Participants
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282 Members
80 Organizations
12 Sectors



NYC Participating Sectors

GOVERNMENT

TECHNOLOGY

HEALTHCARE FINANCE TRANSPORTATION

MEDIA EMERGENCY 
SERVICES

ENERGY

HOSPITALITY TELECOMMUNICATIONS

LAW 
ENFORCEMENT

WATER
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NYC Mission
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Mission – To better protect New York City’s critical services and infrastructure by:

1. Sharing real-time threat information and other relevant data (e.g. Indicators of  Compromise)

2. Training jointly

3. Deploying volunteers should an entity or sector require assistance



Action 1: Sharing Real-Time Threat Information
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123 Cyber Threat Intelligence notifications were made in 2020 including:

§ CISA Alerts
§ FBI Flash
§ FBI PINs
§ JRIC Alerts
§ NYPD-IB Cyber BOLOs
§ NYPD SOC 
§ Open Source
§ Victim notifications   
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Action 2b: Training Jointly - IBM Cyber Range 
07-26-2019
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Action 2c: Training Jointly - IBM Cyber Range 
12-06-2019
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CYBER VULNERABILITY ASSESSMENTS AGAINST CRITICAL 
INFRASTRUCTURE
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RSA CYBER CONFERENCE  
2020

“Lessons from America’s Two 
Largest Cities on Preparing 
for Cyberattacks” The 
NYPD’s role in protecting 
NYC from cyberattacks and 
the importance of sharing 
information between 
sectors to increase 
resilience/cyber 
preparedness (Panel 
included Tim Lee, Chief 
Information Security 
Officer for the City of Los 
Angeles) .  
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April 2023,  rsa cyber conference, san 
Francisco-under pressure: what cyber can 

learn from first responders



What guided our Cyber Efforts
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For more information on how to enhance your local cyber 
strategies:

Gustavo A. Rodriguez 

(ret) Lieutenant Special Assignment NYPD 

Founding member-NYC Cyber Command 

 Linkedin @Gustavo Rodriguez MA, MPA 


