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Answer

SOMETHING YOU KNOW
SOMETHING YOU HAVE
SOMETHING YOU ARE



WHAT IS MULTIFACTOR 
AUTHENTICATION?



https://www.nist.gov/itl/smallbusinesscyber/guidance-topic/multi-factor-
authentication



Answer

THIS IS A QUALITATIVE OR 
QUANTITATIVE ESTIMATE OF 
POTENTIAL IMPACT FROM A 

THREAT OR HAZARD RELATED 
TO A RECOGNIZED 

VULNERABILITY.



WHAT IS A RISK ASSESSMENT?



https://csrc.nist.gov/pubs/sp/800/30/r1/final



Answer

SOMETHING EVERY 
ORGANIZATION MUST HAVE IN 
PLACE TO PROPERLY RESPOND 

TO A CYBER INCIDENT.



WHAT IS AN INCIDENT 
RESPONSE PLAN?



Incident Response Plan (IRP) Basics
https://www.cisa.gov/sites/default/files/publications/Incident-Response-Plan-Basics_508c.pdf

https://www.cisa.gov/sites/default/files/publications/Incident-Response-Plan-Basics_508c.pdf


Answer

THIS NIST INFORMATION 
SECURITY POLICY FRAMEWORK 

HELPS PRIVATE SECTOR 
ORGANIZATIONS IMPROVE 
THEIR ABILITY TO PREVENT, 
DETECT, AND RESPOND TO 

CYBER ATTACKS.



WHAT IS THE NIST CYBERSECURITY 
FRAMEWORK (CSF)?



https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf



Answer

THESE ATTACKS ON FINANCIAL 
INSTITUTIONS INCREASED 

FROM 55% IN 2022 TO 64% IN 2023, 
AND ONLY 1 OUT OF 10 WERE 
STOPPED BEFORE DATA WAS 

RENDERED UNAVAILABLE.



WHAT IS RANSOMWARE?



• https://www.fbi.gov/file-repository/ransomware-prevention-and-
response-for-cisos.pdf/view



Answer

IN THIS CYBERCRIME BUSINESS 
MODEL ONE CRIMINAL GANG 
SELLS CODE OR MALWARE TO 
OTHER HACKERS, WHO THEN 

USE IT TO CARRY OUT 
CYBERATTACKS. 



WHAT IS RANSOMWARE AS A 
SERVICE (RAAS)?





Answer

THIS TYPE OF EMAIL ATTACK, 
TARGETING BOTH BUSINESSES 

AND INDIVIDUALS, RESULTED IN 
ADJUSTED LOSSES OF OVER $2.9B 

IN 2023.



WHAT IS BUSINESS EMAIL 
COMPROMISE (BEC)? 





Answer

LOSSES RELATED TO THIS 
FINANCIAL SCAM WERE THE 

HIGHEST OF ANY CRIME TYPE IN 
2023, SEEING A 38% INCREASE IN 

JUST ONE YEAR.



WHAT ARE INVESTMENT SCAMS?





Answer

AN ORGANIZATION MAY 
CHOOSE TO OFFSET COSTS 
ASSOCIATED WITH CYBER-

RELATED INCIDENTS BY 
TRANSFERRING RISK THROUGH 

THIS METHOD.



WHAT IS CYBER INSURANCE?



https://www.jonesday.com/en/insights/2023/01/four-ways-to-protect-your-cyber-insurance-in-todays-challenging-market



Answer

CYBER INSURANCE GENERALLY 
CONSISTS OF THESE TWO TYPES 

OF POLICIES.



WHAT ARE FIRST- AND THIRD-
PARTY COVERAGE?



https://pi-ins.com/cyber-liability-insurance



Answer

TO QUALIFY FOR CYBER 
INSURANCE, ORGANIZATIONS 

MUST DEMONSTRATE THAT 
THEY HAVE THIS.



WHAT IS A STRONG CYBER 
SECURITY PROGRAM?



https://www.yokogawa.com/bh/solutions/solutions/plant-security/cybersecurity-lifecycle-management/



Answer

CYBER INSURANCE AND CYBER 
SECURITY PROGRAMS ARE TWO 

COMPONENTS OF THIS 
ESSENTIAL PART OF 

ORGANIZATIONAL PLANNING.



WHAT IS A RISK MANAGEMENT 
STRATEGY?



https://sma.nasa.gov/news/articles/newsitem/2022/04/22/changes-to-npr-8000-4-reflect-increased-relevancy-of-cyber-related-threats



Answer

THIS TYPE OF PHISHING ATTACK 
IS DIRECTED AT SPECIFIC 

INDIVIDUALS USING PERSONAL 
AND COMPANY INFORMATION 

GATHERED FROM SOCIAL MEDIA



WHAT IS SPEAR FISHING?



Phishing-vs-SpearPhishing.jpg (1000×1545) 
(knowbe4.com)

Spear Phishing Psychological Triggers
• Authority 
• Urgency 
• Curiosity 
• Familiarity
• Fear

The Top 5 Spear Phishing Examples and Their Psychological 
Triggers - Hornetsecurity – Cloud Security Services for Businesses

https://info.knowbe4.com/hubfs/Phishing-vs-SpearPhishing.jpg?hsLang=en
https://info.knowbe4.com/hubfs/Phishing-vs-SpearPhishing.jpg?hsLang=en
https://www.hornetsecurity.com/us/security-information-us/spear-phishing-examples/
https://www.hornetsecurity.com/us/security-information-us/spear-phishing-examples/


Answer

THIS TYPE OF PHISHING ATTACK 
– OR IS IT A MAMMALIAN 

ATTACK? – TARGETS HIGH-
PROFILE INDIVIDUALS IN AN 

ORGANIZATION



WHAT IS WHALING?



https://www.whalingmuseum.org/learn/research-
topics/whaling-history/whales-and-hunting/

Whaling Phishing Explained: Protection Strategies -
Keepnet Labs

What is a Whaling Attack? - Check Point Software

https://www.whalingmuseum.org/learn/research-topics/whaling-history/whales-and-hunting/
https://www.whalingmuseum.org/learn/research-topics/whaling-history/whales-and-hunting/
https://keepnetlabs.com/blog/what-is-a-whaling-attack
https://keepnetlabs.com/blog/what-is-a-whaling-attack
https://www.checkpoint.com/cyber-hub/threat-prevention/what-is-spear-phishing/what-is-a-whaling-attack/


Answer

THIS TYPE OF SOCIAL 
ENGINEERING ATTACK (PHISH) 

USES THE PHONE TO GAIN 
PERSONAL AND FINANCIAL 

INFORMATION



WHAT IS VISHING?



Key Vishing Statistics

• 33% of America’s population fell victim to 
phone scams at least once.

• Americans lot around $39.5 billion in 
2022 and $29.8 billion in 2021.

• The 2019 survey reveals that the 18-22 
demographic recorded the highest awareness 
of vishing.

• Monthly average spam calls received by 
Americans above 65 Years is estimated to be 
50.4 In 2022.

• Vishing attacks are resurgent and shockingly 
on the rise by 550% in 2022.

• 68.4 million people lost money to phone 
scams in the US in 2022.

• Neighbor spoofing Vishing grew to 51% in the 
US in 2022.

The Most Alarming Vishing Statistics You Need to Know in 
2023 (techreport.com)

https://techreport.com/statistics/vishing-statistics/
https://techreport.com/statistics/vishing-statistics/


Answer

THIS TYPE OF ATTACK SENDS AN 
SMS TEXT MESSAGE 

ATTEMPTING TO STEAL  
CRITICAL INFORMATION OR TO 

INSTALL MALWARE ON THE 
DEVICE.



WHAT IS SMISHING?



What is Smishing Attack? Meaning, Definition, Examples (wallarm.com)

https://www.wallarm.com/what/smishing-attack-what-is-it#:%7E:text=What%20is%20an%20example%20of,to%20steal%20the%20victim%27s%20credentials.


Answer

COINED IN 2017 THIS TERM 
REFERS TO THE RE-CREATION OF 

A PERSON’S APPEARANCE OR 
VOICE THROUGH ARTIFICIAL 

INTELLIGENCE.



WHAT IS DEEPFAKE?



Deepfakes can be:

• Images
• Videos
• Voice recordings
• Live audio

How to Protect Yourself Against Deepfakes - National Cybersecurity Alliance
https://staysafeonline.org/resources/how-to-protect-yourself-against-deepfakes/

How to protect yourself:

1. Limit the amount of data 
available about yourself.

2. Enable strong privacy settings.
3. Watermark photos.
4. Learn about deepfakes and AI.
5. Use multi-factor authentication.
6. Use long, strong, and unique 

passwords.
7. Keep your software up to date.
8. Don’t take the phishing bait.
9. Report deepfake content.
10.Consult with cybersecurity and 

data privacy legal experts.

https://staysafeonline.org/resources/how-to-protect-yourself-against-deepfakes/


Answer

AN INCORRECT OR FABRICATED 
RESPONSE FROM A LARGE 
LANGUAGE MODEL OR AI 

CHATBOT.



WHAT IS AN AI 
HALLUCINATION?



A 2023 evaluation of chatbots 
found factual errors present in 

46% of their responses. 

How to protect yourself:

Always have human 
oversight

Critically evaluate all 
outputs.

Cross check responses 
with reliable experts.

The Benefits And Risks Of AI In Financial Services
https://www.forbes.com/sites/forbesfinancecouncil/2023/12/26/the-benefits-and-risks-of-ai-in-financial-services/?sh=494aaa08965b

https://www.forbes.com/sites/forbesfinancecouncil/2023/12/26/the-benefits-and-risks-of-ai-in-financial-services/?sh=494aaa08965b


Answer

THIS INDUSTRY WAS THE MOST 
FREQUENTLY TARGETED BY 

CYBERCRIMINALS IN 2023, 
OUTPACING HEALTHCARE, 

GOVERNMENT, AND CRITICAL 
INFRASTRUCTURE. 



WHAT IS THE FINANCE 
INDUSTRY?



As malicious actors incorporate AI for increasingly sophisticated and more 
frequent cyberattacks, there is an urgent need for heightened cybersecurity 

measures to safeguard against these evolving threats.

U.S. Department of the Treasury Releases Report on Managing Artificial Intelligence-Specific Cybersecurity Risks in the Financial Sector
https://home.treasury.gov/news/press-releases/jy2212

https://home.treasury.gov/news/press-releases/jy2212


Answer

THIS POPULAR CHATTY LARGE 
LANGUAGE MODEL (LLM) ENABLES 

CYBERCRIMINALS TO EASILY 
WRITE MALICIOUS CODE.



WHAT IS CHATGPT?



Adversary Or Ally: When Generative AI And Cybersecurity Collide
https://www.forbes.com/sites/forbestechcouncil/2024/04/16/adversary-or-ally-when-generative-ai-and-cybersecurity-collide/?sh=5a35d993369e

https://www.forbes.com/sites/forbestechcouncil/2024/04/16/adversary-or-ally-when-generative-ai-and-cybersecurity-collide/?sh=5a35d993369e
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